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ABSTRACT

The objective of the present project work is to use a new technique for image steganography in a color cover
images,RC4 and pixel shuffling is used for secret message encryption and hides the secret image in the carrier images
using HASH LSB. In order to get the true image back at the receiver RC4 and Pixel Shuffling decryption technique has been
used. Experimental results have shown that the proposed technique performs better and provides high rate of modification

and embedding capacity.
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I INTRODUCTION

Steganography can be termed as an art of writing
messages in a hidden format in a way that only intended
recipient knows the whereabouts of the message and none
other than that. “Steganography” is Greek originated
which is understood as “hidden writing”. It is taken as
steganos considered as “secret”, “graphic” considered as
“writing”. Meaning of the same is taken as text hiding in
alternative file which can be image, text etc.
“steganography” is considered as similar to
“cryptography” and “watermarking”.

The objective of the present project is to use a
new technique for steganography in a color cover images,
which hides secret message in the images using

RC4,Pixel shuffling and Hash LSB substitution. To give
more protection the stego image obtained is compressed
using Huffman Compression technique. Amount of data
to be embedded plays an important role on the
compression. The main advantage of using RC4 is that it
produces an image with a significantly large file size
hence we hide large amount of secrete message.
Experimental results have shown that the proposed
technique performs better and higher embedding
capacity.

Il LITERATURE SURVEY

An image steganography algorithm is proposed in
[1].cipher algorithm m*n size image by shuffle of RGB
pixel values. This works for encryption and decryption
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RGB pixel based images. Image encryption algorithm
input image m x n is considered [2] value shuffling of
RGB pixels is done. RGB values are transposed of their
original positions and swapped inside the boundaries of
the image. Hybrid method is proposed in [3] by
coalescing the cryptography and Steganography
properties. Data hiding is An image steganography
algorithm is proposed in [1].cipher algorithm m*n size
image by shuffle of RGB pixel values. This works for
encryption and decryption RGB pixel based images.
Image encryption algorithm input image m x n is
considered [2] value shuffling of RGB pixels is done.
RGB values are transposed of their original positions and
swapped inside the boundaries done using LSB method.
It works on spatial domain. A new method is introduced
in [4].H-LSB with Affine cipher algorithm is used. It
allows keys selection to scramble the clandestine
message before image implanting and receiver uses the
keys for message decryption.

Steganography algorithm for secret message is
introduced in [5].1t uses binary codes inside the image.
Various data sizes are stored inside the images. RSA and
LSB insertion method is implemented in [6]. The
message written or file browsed from system is given as
input to RSA algorithm, RSA produces public and private
key. This binary coded data and cover image is given as
an input to HASH LSB method. Video steganography is
proposed in [7],a particular portion of container file
which can be a video files for secret message embedding
is used here. Video frame is divided into number of
frames and secret data will be embedded here. New video
steganography that hides mystery information is
proposed in [8].The information here is covered in the
LSB of the cover frame. Hash function is used to select
the position of insertion in LSB bits. Image
steganography that hides color secret image into a color
cover image is introduced in [9]. 2-3-3 LSB method is
used for image hiding. This takes eight bits of secret data
at a time and put them in LSB of original image in 2,3,3
order. Gray level modification for true color images using
image replacement is introduced in [10], input image here
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is replaced before data hiding. Mixed technique to change
the block size in place of fixed blocks is proposed in
[11].This works on spatial domain. Here a new algorithm
is designed for text security. Better security is provided
as blocks of the image is considered. In [12] combination
of cryptography and steganography is used to provide
security. The data is changed into unreadable form that
cannot be read by normal user whereas steganography
hides the message by hiding the data into some other
digital media. This combination makes it difficult for
intruders to steal the sensitive information.

111 PROBLEM STATEMENT

Securely  communicating  information  using
transmission of images is becoming an important thought
as the network growth is very fast. Image security is
considered a hot research area in the field of information
security. Image encryption must be intended to improve
the transmission effectiveness and increase protection
from attacks due to unauthorized access. This approach
is proposed which can achieve highest level of security.
This work provides information security improvement
through efficient image cryptography algorithm.

IV PROPOSED SYSTEM

The objective of the present project is to use a new
technique for steganography in a color cover images,
which hides secret message in the carrier images using
RC4,Pixel Shuffling and Hash Lsb method. The Fig.1.
shows the system architecture.

1. RC4

RC4 is simple and speedy algorithm. 16 byte keys
are used for encryption which are strong, however short
key lengths are used to export restrictions. Biased outputs
were produced at later stages for certain sequences,
mainly in first few bytes of the key streams. This gave
rise to future RC4 version known as RC4-drop[n].In this
algorithm, the key stream first n bytes are dropped to get
rid of biased output. RC4 are implemented in Microsoft
Excel clients.
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Fig.1 System Architecture

a. Encryption using RC4

Consists of 2 parts Key Scheduling Algorithm
and Pseudo Random Generation Algorithm .The steps
are given as follows

1. Consider sorted array of 256 elements.

2. After KSA the array looks randomly arranged.
3. After KSA, the PRGA starts.

4. Each PRGA takes 1 byte.

b. Key-scheduling algorithm (KSA)

This is defined to be in the range of 1 < key
length < 256.Firstly, array "S" is initialized .S is
processed for 256 iterations and mixing of bytes is done.
Key stream is generated. It has 2 portions

1. Permutation of 256 bytes.
2. Two 8-bit -pointers.

The permutation is done using variable length
key using key-scheduling algorithm (KSA). Once the
process is completed, the bits stream is generated using
pseudo-random generation algorithm.

c. Pseudo-random generation algorithm
The RC4 is shown in Fig .2. The output is obtained
byS1[i] and S1[j], PRGA is modified by key stream for
many iterations.

s
(- CrTrp o )

Fig.2.Lookup Stage of RC4

In each iteration, | is incremented, looking up
the ith element of S1, S1 [i], and add it that to j, swapS1
[i] and S1 [j], bitwise XOR with the next byte of the
message. Every element of S1 is exchanged with
alternative element at least once for every 256 repetitions.

2. Pixel Shuffling

Image steganography permits two parties to
transmit information confidentially. The span of the
pictures increments high with a specific end goal. It is
thought to be the pictures of bigger piece profundity.
Methodology must be utilized to decrease the extent of
the pictures so as to display a picture in less time. In this
way, here comes the pressure which goes about as vital
marvels in choosing which steganographic method to
utilize.

3. Hash-LSB Techniques
Picture steganography taking advantage of eye
of human is a limitation. It uses RGB picture as the cover
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picture for embedding mystery picture. The significant
property of a steganographic framework is to be less
distortive while growing the degree of the mystery
picture. This framework is proposed to conceal a
grayscale mystery picture into a RGB cover picture. A
3,3,2 LSB addition strategy is utilized for shading picture
steganography. In LSB inclusion method, when the
twofold portrayal of the mystery information overwrite in
the LSB of each byte in the cover record the measure of
progress occurred in cover picture will be irrelevant and
not apparent to the eye of human.

The addition of mystery information pixel (8-bit) is in the
request (3,3,2)as appeared in fig 1.3.The install position
of each pixel(8-bit) of mystery picture in the LSB of (red,
green, blue) of cover picture is as spoken to in x, Where
x is LSB bit position per pixel x=1 ,2 and 3 bits of red
pixels, x=1, 2 and 4 bits of green pixels, x=3 and 4 bits of
blue pixels.

P=H% L

Where,
P is the LSB bit placement
H is the position of any hidden picture pixels.
L is number of bits of LSB
HLSB Inserting algorithm
The steps of HSLB are as follows.
1. Encrypted image is considered.
2. Cover color image is selected.
3. 4 LSB bits RGB pixels are considered for cover
image
4. Hash function for encryption
Decoding Steps are as follows
1. Stego-image is obtained
2. 4 bits of Isb for every rgb pixels that is got
from stego-image.
3. Hash function is implemented.
4. Bits in sequence recovered.
5. Read the secret image.

4. Huffman Coding

Huffman coding is traditional information
pressure systems developed by David Huffman. It is ideal
prefix code created from set of probabilities and has been
utilized as a part of different pressure applications. These
codes are of variable code length utilizing fundamental
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number of bits. This thought causes a lessening in the
normal code length and therefore by and large size of
packed information is littler than the first.
It is grounded on the two observations .
a) Regularly occurring symbols has shorter code words
b) Least frequent symbols have same length.
Huffman coding is shown in Fig.3.

al: 0.4 9

10
a2: 0.35 1

110 .

_ 0.6
a3:0.2 -
0.25
a4: 0.05—2LLL | .

Fig.3.Huffmancode Tree with symbols

V. SIMULATION, RESULTS AND ANALYSIS
The secret image and the cover image are of JPEG
format. The Fig.4 and Fig.5 shows cover and secret
image.

Color Image  Secret Image

Fig. 4 Input Cover imageFig.5 Input Secret
image

The Fig.6 shows the output of the encryption part
which displays the color RGB image, secret image,
encrypted image and stego image.

Cohy FGE mwge  Seciet bmage  Boeryphed brage  Blogn lvege

E ﬁ/ ‘A-'.‘ .I"l
. , B

Fig.6.Encryption Process

After encryption the stego image is compressed and
decompressed for more protection then decryption
process is done using DRC4 Algorithms. The
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decrypted image, extracted message and retrieved the quality , efficiency of the image is maintained same
message is displayed in Fig.7,8 and 9. throughout the encoding and decoding process. Lower

the MSE (mean square error) value lower distortion
created during the encryption and decryption process.
Hence lower MSE and higher PSNR metrices must be
maintained to get best results

Table 1 Performance analysis of PSNR

Cover Tmages
Neeret bimnpes

1 3 ] . ’ " Y
Andrs! . I I e o : M ni ' e A0 45
Mamter 10y .‘ “"n a2 ? %1 ‘ o 40N A n an
LT ‘ 441 4533 | 40N LB L AN “ant AR
Cull ypw | 4 Ao AR " LN e 45 e
Hdime e e I “aom e "W ‘LB L "N AR ANIL)
il | A5.% s ’ 51N a5 0 04 P RO s
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Man e | 4%5.1» 4822 RN "N o A4 I sy
Fig.8.Extracted Message
1etneved messIge mage = Anln.1aI.Jpg E Bl.thcerfIy:Jpg : C?r.!pg
= Cell.jpg = Hibiscus.jpg Hill.jpg

1

455
as [
= 44.5
Fig. 9. Retrieved message image i
The quality of the image recovered in Fig.9 is high which 44

can be proved using various parameters. ! 2 3 4 > 6 /

The proposed methodology is tested and run successfully Fig.10.Graphical representation of PSNR

on MATLAB software. The proposed work gives the Table 2 Performance analysis of PSNR
better results compared with other techniques as well. It :
has high efficiency and better hiding capacity and yields Secret Images : ——
much better results. Performed the experiment and N N T A ) A
analysed using PSNR and MSE metrics and also time Aol Jpg | L9007 | 2001 | L9AS | 19765 | L9883 | 2220 | 2019 |
required for algorithm to run. TS| L | 196 | Lo I veconsl Buianll Becwiod kcinsedl
Cor oy L9719 | 15538 | 19637 | 19794 | 19678 | 12 20335
-1010910 e g Celipg | 1949 | 19363 | 19668 l L9402 | 19708 | 2208 | 20089 |
PSNR == (D Hibvscusing | 19508 | 19641 | 19671 | 19726 | 19991 | 22085 | 20061
MSE 2 Hillpg | 19609 | 19557 | 1900 | 19616 | 1437 | 22065 | 200 |
Y M2,N2 [I1 (M2,N2) — [J1 (M2,N2)] 2 Man pr | L9702 | 19803 | 194 ; 1993 | 19624 | 22109 | 208 |

2
M2 x N2 @)

The table 1 and 2 shows the PSNR and MSE values of
the proposed method along with graphical representation
in Fig 10 and Fig 11. Which yields better and efficient
results as shown. Higher is the peak signal to noise ratio
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Animal.jpg Butterfly.jpg ' Car.jpg Table 4 Encryption time
24 Cell.jpg Hibiscus.jog  Hill.jpg ~=re=
2.2 — 1 2 ) 4 s .
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I E I ar
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Fig.11.Graphical representation of MSE ="t T frromm—t ' 1 .

The compression ratio, encryption and decryption time
is tabulated in table 3,4 and 5.The corresponding
graphical representation is shown in fig 12 and 13.

1
The below table 3 shows the simulation results of lossless ) . . .
. . . . H Animal.jpg = Butterflytpg m Car.jpg
image compression scheme. The compression ratio 0.8 -
obtained are very satisfactory. The least compression u Cell.jpg W Hibiscus Jpg = Hill.jog
ratio is 1.0076 which means that the compressed image is 0.6
stored using only 1.0076% of the initial storage size. |
| |
04

Table 3 Compression Ratio Using Huffman Coding

Cover Trmages
Secret bmager
1 3 ' ’ 5 s | 3 Fig.12.Graphical representation of Encryption time
Arvmd pg | tm | M [ | 7 | mh | F nd | (RA2 | (UL
[ Baterfly gy 1 m T ||)il | | 57 | ir'i 1 | ms3 1
e el Bl N B AR AR D Table 5.Decryption Time
Cell iy m 246 | 1 1 ¥ el | (%83 LN
Hboce g | ton | 11247 | o || i) | 1eom [ LN | 1 1% Sexrot Cover Images
Hik.pg o | N | 1WE | o | e T rmn | T Images 1 2 3 ] 5 o 7
Mat iy LAy mna 1087 Lae 1w L 155) LW y
’ 1 1 il | | 1 | 1 Antral jpg 095 Lo2 103 083 Lo7 1.05 074
The below table 4 and 5 shows the encryption time and Buserfivipg | 105 | 105 | 076 | a5k | 0%2 | 078 | 1ew
decryption time consumed for encryption and decryption . = = =
A ) Carjpg 049s 095 097 04 1.O6 0,49 1.0
of the secret image .1t can be observed that the encryption . . ! . !
- - - - Cell jpy 090 %0 093 LR 1L L nx1
time is lesser than the decryption time.
Hihiscus jpg 096 0.9 098 Lo 067 0,60 0.5
Hill jpg I (R ™ [ 0x7 | 08 | 0 | .50 103
Man jpe ‘ 103 ] . 1 | O.ND . 09 | ONT .20
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Fig.13.Graphical representation of Decryption time

VI CONCLUSION AND FUTURE SCOPE

In the proposed algorithms the images to be
evaluated are concealed. According to the analysis it is
found that system provides high security and easy
encryption, embedding and decryption, quality of images
are not affected as it appears in measurements of
(MSE,PSNR and Compression ratio).MSE is the mean
square error, in decibels, between two images. These
ratios are used as a measurement of quality between two
images. High PSNR value and low MSE value
determines better quality of image. The highest PSNR
achieved is 45.2632 and lowest MSE is 1.9353.The
Compression Ratio achieved is 1.0076. These values
indicate that RC4 with HLSB works perfectly with
minimal distortion for image quality. Hence this system
is very effectual to hide grayscale image inside color
images.

The future work can be extended for other data
files like audio, video and also for other image formats
and images of other size. Some attacks analysis can also
be applied for the proposed method.
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